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Confidential String Matching

Input: A = [a1, . . . ,an], B = [b1, . . . ,bm]

Question: a1 . . . an = b1 . . . bm?
Example: A = [ab, cd,e], B = [a,bcd,e]

→ abcde X
A = [??,??,?], B = [?,???,?]

substr(A[1],0,2) = substr(B[2],1,2)

A = [??,??,?], B = [?,???,?]

index

substr(A[1],0,2) = substr(B[2],1,2)

offset

substr(A[1],0,2) = substr(B[2],1,2)

length

substr(A[1],0,2) = substr(B[2],1,2)substr(A[1],0,2) = substr(B[2],1,2)

Algorithm:

c e
c e

c e
c e

c e
c e

c e
c e

c e
c e

A
B

substr(A[1],0,2) ?
= substr(B[1],0,2)substr(A[1],0,2) ?
= substr(B[1],0,2)

c
c

e
e

substr(A[1],2,2) ?
= substr(B[2],0,2)substr(A[1],2,2) ?
= substr(B[2],0,2)

c
c

e
e

substr(A[2],0,1) ?
= substr(B[2],2,1)substr(A[2],0,1) ?
= substr(B[2],2,1)

c
c

substr(A[2],1,1) ?
= substr(B[3],0,1)substr(A[2],1,1) ?
= substr(B[3],0,1)

e
e

substr(A[3],0,2) ?
= substr(B[3],1,2)substr(A[3],0,2) ?
= substr(B[3],1,2)

c
c

e
e

substr(A[4],0,2) ?
= substr(B[4],0,2)substr(A[4],0,2) ?
= substr(B[4],0,2)

c
c

e
e

X
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Generalize Traces
ca cb oa ob l

1 = 1 1 = 1 0 = 0 0 = 0
2

2 = cb + 1 2 = oa + l 0 = 0
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Add Edge Predicates

ALEN→ { NO, YES, ANBS, ANBN }

SS ⇔ substr(A[ca],oa,l) = substr(B[cb],ob,l)
FC ⇔ ca = |A| ∧ cb = |B|
EOB ⇔ |B[cb]| = ob + l
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Complete Program

INIT
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NOOP
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SS ∧ FC

¬SS

SS ∧ ¬FC ∧ ¬EOB

SS ∧ ¬FC ∧ EOB

SS

¬SS

>

>

>

ALEQ

¬ALEQ

EQLEN
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Remarks

I Semantic errors immediately caught

I Operations verified against traces
I Predicates verified against traces

I Separate treatment of operations, predicates and
control flow

I Traces = correctness proof and documentation
I Synthesis assumption:

1-to-1 correspondence of program states & operations
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